
I N T E R N A T I O N A L

M U N I C I P A L

L A W Y E R S

A S S O C I A T I O N

January/February 2009

In this issue:

The ADA and Employee 
Termination for 
Misconduct Stemming 
from Mental Disabilities

The Fallout From 
Employee Use 
of Electronic 
Communications

Workplace Bullying—
It’s Not All Kid’s Stuff

IMLA’s 2009 Seminar

Changing 
With the 
Times

Public Employment Issues in the 21st Century



Municipal Lawyer12

Municipalities and Employee 
Electronic Communications

— by Joshua K. Leader and Caroline C. Marino — 



January/February 2009 Vol. 50, No. 1 13

Consider this scenario: your 
department purchases and dis-
tributes BlackBerries to its 

employees. The devices operate on 
the municipality’s service plan with 
a third-party provider. A few months 
later, a female employee complains that 
a male employee has been sending her 
and other female employees harassing, 
offensive messages from his Black-
Berry. You review the content of the 
messages and confi rm that the male 
employee has been using the device 
to send inappropriate material to his 
coworkers. Accordingly, you initiate 
disciplinary proceedings and inform 
him that his misconduct will result in a 
negative review in his fi le. A few weeks 
later, you are served with a complaint 
alleging that your review of “his” Black-
Berry—owned by the municipality and 
issued on the municipality’s service 
plan—constitutes an improper invasion 
of his privacy and violated his Fourth 
Amendment rights. 
   Does this sound far-fetched? A 
recent court ruling makes it clear that 
this is a real possibility, and far more 
likely to be an issue for municipal 
employers today given the prevalence 
of electronic communications in the 
workplace.  

Recent Developments 
in the Law
In Quon v. Arch Wireless Operating 
Co., Inc.,1 a city police department con-
tracted for wireless text-messaging ser-
vices for two-way pagers, which it then 
distributed to its employees. One em-
ployee, Jeff Quon, repeatedly exceeded 
the monthly text-message allotment on 
his pager, resulting in overage charges. 
The police department suspected that 
the overages resulted from the use of 
the pager to send personal messages.  
Although the police department had 
suggested that its offi cial policy banning 
personal use of department-owned com-
puters also applied to the pagers, there 
was no formal policy.  Instead, the police 
department’s informal policy was that 
employees who exceeded their monthly 
text-message allotment could avoid 
an audit of their messages if they paid 
the employer for any overages.  
 Although the department contin-
ued to allow Quon to pay for the over-

ages in accordance with the informal 
policy for an extended period of time, 
it eventually obtained the transcripts 
of his text messages from the wireless 
provider to determine the cause of the 
constant overages. A review of the 
messages’ content revealed that the 
overages were, in fact, attributable to 
personal messages.  Quon fi led a lawsuit 
against the police department alleg-
ing, inter alia, a violation of his Fourth 
Amendment right to privacy in the 
content of the messages.
 The U.S. Court of Appeals for the 
Ninth Circuit determined that Quon 
had a reasonable expectation of privacy 
in his text messages, based on the police 
department’s informal policy of forego-
ing an audit if the employee paid for 
any overages, despite the fact that the 
department owned the pager and paid 
for the wireless services. Additionally, 
the court held that the police depart-
ment should not have been permitted 
to obtain transcripts of the messages 
from the service provider, since the 
federal Stored Communications Act2 
only permits the sender and addressee 
of the messages to view their content, 
regardless of who pays for the service.

Why is This Important?
Municipal employers need to stay 
abreast of developments in employees’ 
privacy expectations and rights in 
electronic communications to avoid 
situations like that in Quon. A munici-
pality may need to monitor or access its 
employees’ electronic communications 
for many reasons, including:

• investigating employee misconduct, 
including sexual harassment and 
racial discrimination;

• responding to requests pursuant to 
freedom of information statutes, as 
discussed more fully below;

• discouraging employee use of mu-
nicipal time and resources to conduct 
personal business; and

• protecting against illegal activities 
by employees, for which a municipal 
employer may be liable.

 Many of these issues will also arise 
in the discovery context in litigation, 
and municipal employers should be 
aware of the scope of information that 
they may be required to access, review, 
and produce under the aegis of e-discov-
ery obligations.

Constitutional Considerations
Municipal employers must be mindful 
of the potential constitutional implica-
tions when accessing their employees’ 
electronic communications. Although 
the Fourth Amendment is more com-
monly associated with criminal matters, 
its protections extend to all unreason-
able state-sponsored searches and sei-
zures, including searches and seizures, by 
government employers or supervisors, of 
the private property of their employees.3

As a result, a municipality’s monitoring 
and review of its employees’ electronic 
correspondence can potentially amount 
to an unlawful government search and 
seizure if those employees have a rea-
sonable expectation of privacy in that 
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correspondence. That determination 
is fact-driven and will turn on many of 
the issues discussed below.  

Freedom of Information 
Obligations
Municipal employers also face the ad-
ditional hurdle of satisfying their obli-
gations under freedom of information 
laws without violating their employees’ 
constitutional right to privacy. Many 
states have codifi ed their own versions 
of the federal Freedom of Information 
Act,4 thereby affording the public and 
the press the right to access state and 
local government records, including 
electronic correspondence, in order 
to remain informed about the process 
of governmental decision-making.5  
Although it is beyond the scope of this 
article, it is important to be aware of 
the breadth of the applicable freedom 
of information statute when evaluating 
expectation-of-privacy concerns in a 
particular jurisdiction. The defi nition 
of “public records” subject to inspec-
tion pursuant to freedom of information 
laws varies from state to state, and, in 
some instances, can be quite sweeping,6 
thereby increasing the likelihood that 
the electronic correspondence em-
ployees believe is private will, in fact, 
be subject to disclosure. Accordingly, 
municipal employers must strike the 
appropriate balance between freedom of 
information obligations and the privacy 
rights of their employees.

What Can Municipal 
Employers Do to Protect 
Themselves?
Although wireless devices and com-
munications technology (such as text 
messaging and instant messages) are 
still relatively new areas for legal analy-
sis and regulation, precedent developed 
in the more established areas of 
workplace computers and e-mail in 
both the public and private sectors 
is instructive. Courts have examined 
the following factors in determining 
whether an employee has a reasonable 
expectation of privacy in e-mail and 
other communications on employer-
owned devices:

• whether the employer maintains a 
policy banning personal or other 
objectionable use;

• whether the employer monitors the 
use of the employee’s computer or 
e-mail;

• whether third parties have a right of 
access to the computer or e-mails, 
including under the applicable free-
dom of information laws; and

• whether the employer notifi ed the 
employee, or the employee was 
otherwise aware of, the applicability 
of a freedom of information statute 
and the employer’s computer use and 
monitoring policies.7 

 These factors can translate into 
everyday workplace policies and proce-
dures in a number of ways. Although all 
of these factors are instructive, no single 
one is dispositive: the courts have held 
that “given the great variety of work 
environments in the public sector, the 
question [of] whether an employee has a 
reasonable expectation of privacy must 
be addressed on a case-by-case basis.”8

 Municipalities that wish to main-
tain access to their employees’ elec-
tronic communications should adopt 
an explicit ban on the personal use of 
e-mail, computers, and other employer-
issued devices, and specifi cally indicate 

that employer-issued devices are subject 
to monitoring, search, and review.  Ways 
to accomplish this include articulat-
ing a policy in employee handbooks, 
requiring employees to periodically 
sign written acknowledgments of the 
municipality’s policy, and even imple-
menting an automatic prompt upon 
log-in on the device, that requires the 
employee to acknowledge that he or 
she has no expectation of privacy in the 
use of the system, and that the system is 
subject to inspection by the municipal-
ity at any time.
 As seen in Quon, equally impor-
tant as articulating and obtaining em-
ployees’ acknowledgments of poli-
cies and procedures is ensuring that 
the municipality’s departments act 
consistently with the articulated ban 
on personal use and the policy of 
regular monitoring, search, and re-
view (including prohibiting any con-
flicting informal policies). This can 
be accomplished by implementing 
a regular back-up of electronic fi les, 
including e-mails, to a back-up drive 
accessible by supervisors, and inform-
ing employees of this. Municipalities 
that are particularly concerned with 
regulating electronic communications 
may even want to consider implement-
ing routine searches of offi ce computers 
and electronic fi les to further diminish 
employees’ expectations of privacy. 

Examples in Case Law
Case law further illustrates ways in 
which governmental entities have 
preserved their right to access em-
ployee e-mail. For instance, in Hoff v. 
Spoelstra,9 a Michigan court determined 
that a city attorney did not have a rea-
sonable expectation of privacy in her 
e-mails on the City’s computer system.  
The City’s information systems policy 
stated that such e-mails were considered 
City property and could be subject to 
public disclosure under the freedom 
of information statute, and specifi cally 
warned that personal messages could 
be accessed by City management 
without warning; therefore, employees 
were advised not to use e-mail to trans-
mit any messages they would not want 
read by third parties.10  
 Similarly, in Kelleher v. City of Read-
ing,11 the Eastern District of Pennsyl-
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ee’s company-issued laptop, one that 
the employee believed he had the 
option to purchase upon termination, 
and where the review was conducted 
by a single person and did not in-
clude a search for, or audit of, the 
employee’s personal e-mail account, 
information, or pictures.20

The Stored Communications Act
As use of wireless devices, text mes-
saging, and other forms of electronic 
communication becomes more wide-
spread in the workplace, it is impor-
tant for municipal employers to keep 
themselves apprised of their rights in 
monitoring such communications.
The Stored Communications Act 
(SCA) prevents a provider of commu-
nications services from divulging the 
content of correspondence sent and 
received through its servers to anyone 
except the sender and the addressee, 
without the lawful consent of the same. 
As a result, municipalities that purchase 
BlackBerry or cell phone service for 
their employees may not be entitled 
to request, from the service providers, 
transcripts of their employees’ commu-
nications using those devices.21

 Although the SCA provides that 
employers do not have an absolute right 
to review the content of text messages, 
employers can, nevertheless, discour-
age personal use of these services by 
implementing a clear, consistent policy 
prohibiting using the devices for per-
sonal, offensive, or other inappropriate 
purposes. A possible additional safe-
guard might be to require employees to 
sign written waivers of any expectation 
of privacy in their electronic communi-
cations on such devices, and even sign 
agreements permitting the employer to 
access the provider’s records for those 
accounts.
 Indeed, recent caselaw in the 
wake of Quon suggests that city em-
ployees who are advised that their text 

vania found that the plaintiff city clerk 
did not have a reasonable expectation 
of privacy in her e-mail communica-
tions on the City’s e-mail system.  The 
City’s guidelines expressly indicated 
that e-mails created, sent, or received 
using the City’s system were City 
property; that the City reserved the 
right to access and disclose the con-
tent of all such messages, and that the e-
mail system was strictly for offi cial City 
messaging.12 Further, the plaintiff had 
signed an acknowledgment indicating 
that she had received and read the 
guidelines, and the City had made a 
practice of monitoring and reviewing 
employee e-mails in the past.13

 In U.S. v. Angevine,14 the U.S. 
Court of Appeals for the Tenth Circuit 
found that a defendant college profes-
sor at a public university did not have 
a reasonable expectation of privacy in 
the fi les on his state-owned computer.  
The university advised its employees 
that it reserved and periodically exer-
cised the right to view or scan any fi le 
or software stored on its computers or 
passing through its network, and caused 
a “splash screen” to appear at each 
start-up, warning its employees that all 
e-mails on the system were presumed 
to be public records, contained no right 
of privacy or confi dentiality, and were 
subject to inspection by the university at 
any time, as deemed necessary to protect 
its business concerns.15

 Some courts have held that even 
an informal acknowledgment that elec-
tronic correspondence may be subject 
to disclosure can constitute a waiver 
of an expectation of privacy in that 
correspondence. In Pulaski County v. 
Ark. Democrat-Gazette, Inc.,16 a County 
comptroller, Quillin, was arrested for 
allegedly embezzling money from the 
County. He had been romantically 
involved with “Jane Doe,” an outside 
contractor with the County. When a 
newspaper applied under a freedom of 
information law to have the County 
produce the comptroller’s e-mail mes-
sages, including messages between him 
and Doe, Doe contested the disclosure 
of the e-mails, claiming it was a viola-
tion of her privacy. The trial court ruled 
that Doe had no expectation of privacy 
when conversing with Quillin on a 
County computer or using the contrac-

tor’s business e-mail. The Supreme 
Court of Arkansas affi rmed. Because 
the contractor had acknowledged in the 
correspondence—sent from her work 
e-mail account and accessed by Quillin 
on his County-issued computer—that 
she knew the e-mails could become 
public, she had effectively waived her 
expectation of privacy in the e-mails, 
despite the fact that some of the e-mails 
contained discussions of matters of a 
personal and private nature.17

Appropriate Purpose and Scope
Municipal employers who adhere to 
clear policies regarding their employ-
ees’ lack of expectation of privacy in 
electronic communications can further 
protect their ability to access such com-
munications by keeping any review 
as narrowly tailored and as minimally 
invasive as possible.  Courts have found 
that employers who properly informed 
their employees of their policies regard-
ing electronic communications did not 
invade their employees’ privacy when 
reviewing electronic materials, as shown 
by the following scenarios:

• Where the employer demonstrated 
that it had a legitimate business 
interest in reviewing the electronic 
communications, such as ensuring 
that the employee was not engaging 
in unauthorized activity that would 
harm the employer.18

• Where a review of the electronic 
communications and computer fi les 
was done remotely and was limited 
to materials accessible from, and 
available on, the employer’s server, 
even in instances where the items 
on the server included e-mails saved 
from the employee’s personal e-mail 
account, those saved in folders that 
the employee had designated “pri-
vate,” or those that were password-
protected by the employee.19

• Where a review of computer files 
was conducted on a former employ-

Municipal employers who adhere to clear policies regarding 
their employees’ lack of expectation of privacy in electronic
communications can further protect their ability to access such 
communications by keeping any review as narrowly tailored 
and as minimally invasive as possible.  
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messages on a city’s communica-
tions system are public information 
are not able to use the SCA to shield 
their communications. In Flagg v. City 
of Detroit,22 the City of Detroit entered
into a contract for text-messaging 
services with a non-party service 
provider, SkyTel, Inc., which provided 
messag-ing devices and corresponding 
services to various City offi cials and em-
ployees. The plaintiff sought production 
of the text messages sent and received on 
these City-issued devices from Sky-
Tel. However, the City officials 
and employees had previously been 
issued a directive that “they should 
‘assume as a rule of thumb that any 
electronic communication created, 
received, transmitted, or stored on the 
City’s electronic communication system 
is public information, and may be read 
by anyone,’” that such communications 
“should not be ‘considered, in whole 
or in part, as private in nature,’” and 
that the employees should “bear in 
mind that, whenever creating and 
sending an electronic communication, 
they are almost always creating a public 
record which is subject to disclosure” 
under the applicable state freedom 
of information statutes.23 The court 
determined that, because the employ-
ees had been given this directive, they 
impliedly consented, for the purposes 
of the SCA, to the production of their 
text messages by the service provider.24

Conclusion
As more and more employees rely 
on mobile e-mail and text messag-
ing in their daily business, municipal 
employers must remain current about 
the law and about how to preserve 
their ability to monitor employee 
electronic communications. Although 
such safeguards may, at first glance, 
seem unnecessary or excessive, the re-
ality is that municipal employers have 
a compelling interest in preventing 
employee misconduct and the misuse 
of municipal time and resources. Tak-
ing a few simple steps to help employ-
ees understand that their communi-
cations on employer-provided equip-
ment are not private and are sub-
ject to employer review will ensure 

that the electronic services provided 
to municipal employees will help 
your municipality, not harm it.
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